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INTRODUCTION TO THE  

I-LEAD PROJECT 

 

The I-LEAD project is funded by the EU 

Commission Horizon 2020 (H2020), 2016-

2017 Work Programme under the heading 

of, “Secure Societies – Protecting the 

Freedom and Security of Europe and its 

Citizens”.  The I-LEAD project commenced 

in September 2017 with a duration of 5 

years, coordinated by the Dutch National 

Police (NPN).  Consortium members 

include 12 Law Enforcement Agencies 

(LEA’s) and 7 research institutions who 

represent 13 Member states.    

 

I-LEAD builds upon the work of the 

European Network of Law Enforcement 

Technology Services (ENLETS) that brings 

EU law enforcement together to share best 

practices, activate co-creation and 

stimulate research for operational 

purposes. 

 

I-LEAD’s key focus is to contribute to the 

development of new and existing crime 

fighting capabilities of LEA’s across Europe.  

I-LEAD will achieve this objective by firstly, 

engaging and consulting with operational 

police officers and supporting staff from all 

Member States.  This will be undertaken 

via a series of bespoke practitioner 

workshops, that have been exclusively 

designed to identify and define end-user 

priorities in 25 subject specific areas of law 

enforcement.  The findings from the 

workshops will be used to identify ‘fit for 

purpose’ solutions within the market 

place, and/or direct research and 

innovation within academia, with Small 

and Medium-sized Enterprises (SME’s), 

and/or those organsations within the 

security industry environment.  The overall 

results of this work will effectively 

contribute to the development and 

enhancement, where relevant and 

required, of the existing policing ‘crime 

fighting tool kit’.  

 

I-LEAD will also examine and recommend 

opportunities for standardisation and joint 

procurement, concentrating on the 

technical, human, organisational and 

regulatory elements.  This work aims to 

produce a positive impact that will 

improve connectivity and enhance 

interoperability between European LEA’ s. 

 

I-LEAD recognises that science and 

innovation have a leading role to play in 

the future of policing.  However, history 

has taught us that it is the policing 

community that should be giving direction 

to this work.  It is this very principle that 

lies at the heart of the I-LEAD project, and 

embraces the ‘triple-helix’ concept, that 

being; promoting a pro-active 

collaboration between law enforcement, 

the scientific community and industry.  

Having this conviction will ensure that 

maintaining public safety and security for 

all citizens across Europe is optimised.   

The need to identify, develop and 

implement technologies and 

methodologies within the security arena to 

support policing across Europe has never 

been as vital to society as it is at this 

present time.  Therefore, I-LEAD will be 

committed to undertake an active role in 

the future of policing by contributing to 

the momentum of partnerships between 

policing and research and innovation.   
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WELCOME FROM OUR 

PROJECT COORDINATOR 

Welcome to I-LEAD, my name is Patrick 

Padding and I am the Coordinator of this 

H2020 project. 

 

Patrick Padding 

Due to the nature of the I-LEAD project and 

the need to engage directly with police 

officers, I knew this would pose many 

challenges for Law Enforcement Agencies, 

(LEA’s).  Being a police officer myself with 

the National Police of the Netherlands, I 

am aware of the operational demands on 

LEA’s to keep society safe and secure, and 

that this undertaking is a ’twenty four 

hour, seven days a week’ job.  Therefore, 

for many practitioners to be involved with 

H2020 projects I knew there would be 

additional pressure on them to free 

resources in order to consult with us on; 

road mapping priorities, building 

communities, attending face to face 

meetings and accessing knowledge from 

research, SME’s and industry.   

  

I was also aware that working within a 

project environment was not a natural or 

intuitive thing for many police officers.  So, 

in order to ensure that practitioners were 

effectively involved with the ILEAD project 

from the very beginning, the project 

consortium included those from law 

enforcement.  ‘Leading from the front’ 

offered a clear and defined message for 

police officers of, ‘we are with you all the 

way’, and ‘we are motivated to working 

towards improving the way your daily 

work is undertaken’. With this in mind the 

I-LEAD is a ‘bottom up’ directive that will 

connect LEA’s, SME’s and academia, and 

provide a forum for accessing knowledge 

and practices outside their domain.  

 

I am proud to say that in the first year I-

LEAD has already been successful and 

effective in reaching out and connecting 

with real practitioners on a number of 

themed overarching topics these being: 

front line policing, cross border crime, 

cybercrime, crime and forensics. 

Collaboration with practitioners has 

provided us with valuable data that will 

truly contribute to fighting crime across 

Europe.  We thank those who have already 

contributed to the data, as this will assist 

with the next steps, which will be to work 

with academia, SME’s and industry in a 

more collaborate and consistent way.  The 

fact findings in our gap analysis will drive 

new applications, products and research 

and now environmental technology 

scanning is starting to take place to 

produce technology radar maps to identify 

feasible innovations that can help us in our 

daily work. Together with the Polish 

Platform for Home Land Security the 

outcomes will be matched against existing 

standards or new standards 

recommended, to benchmark the way law 

enforcement carries out its work and to 

improve and standardise processes where 

relevant and required. ILEAD has already 

evidenced that the project itself is filling a 

gap and making a difference to uniting law 

enforcement across Europe.  Technology 

and society is changing rapidly, with new 
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and emerging threats in crime continuing 

to challenge us.  We in I-LEAD will make 

sure we continue to build on our work over 

the next four years and beyond.  We will 

continue to build this capacity with the 

support of the European Chiefs of Police, 

The European Commission, the Law 

Enforcement Agencies and above all, 

Police Officers from across Europe. 

 

OUR VISION  

 

I-LEAD’s primary vision is to support 

European policing and contribute to the 

safety and security of all citizens of 

Member States, through its building of 

enduring, collaborative partnerships 

between European Law Enforcement 

Agencies, SME’s, industry and academia. 

 

OUR MISSION 

 

I-LEAD’s mission is to not only meet, but 

exceed the objectives laid down in their 

programme of work and act as the 

fundamental component to ensuring that 

the security priorities of LEA’s across 

Europe are realised. 

 

 

SAFER COMMUNITIES 

FOR ALL EUROPEAN 

CITIZENS 

 

The key driver for the I-LEAD project is the 

safety and security of all European citizens 

including those visiting from around the 

globe.  It is vital that the highest possible 

standards are achieved, and this can only 

be done by ensuring that police services, 

academia and industry pool all available 

and significant resources, and work in 

close partnership.  This will ensure that 

initial innovative solutions and the 

emerging technologies and methodologies 

to address the public safety issues are 

unrivalled, second to none and remains 

relevant. Furthermore, I-LEAD’s work 

demands that there is a continuum of 

research and development to guarantee 

that all criminal activity is not only 

adequately and speedily dealt with, but 

that law enforcement agencies are one 

step ahead of the law breakers. 

 

 

 

THE WORK OF I-LEAD 

 

There are a number of major strands of 

work being undertaken within the project 

and these are as follows: 

 

European Law Enforcement 

Networks 

 

I-LEAD will establish a sustainable and 

permanent cooperation framework; 

(preferably with a legal entity 

endorsement), that will represent 

European LEA’s.  This will be based on the 

insights and mechanisms developed within 

the I-LEAD project. Its programme of work 

includes the Common end-user priorities: 
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• Monitor research and innovation 

• Standardisation and procurement 
recommendations 

• Improved collaboration with 
industry and research 

• Capacity building and knowledge 
exchange 

Dissemination and interaction with other 

networks 

 

Common End-User Priorities   

 

I-LEAD will investigate end-user; capability 

gaps, baseline capabilities and the current 

use of technology in the respective law 

enforcement practitioner groups and 

identify policing priorities. 

 

 

 

Monitor Research and 

Innovation  

 

I-LEAD will conduct smart monitoring of 

relevant research and innovation projects, 

undertake technology watch activities and 

scan pipe-line technology including those 

in other security domains and sectors (e.g. 

defence and intelligence and health). 

Additionally, an assessment of promising 

technological solutions will be provided to 

LEA’s in the Member States. 

 

 

Standardisation and 

Procurement 

Recommendations  

 

I-LEAD will investigate appropriate ways in 

which standardisation in Law Enforcement 

domains can be achieved, and where 

required ‘make it happen’.  Additionally, I-

LEAD will make recommendations for 

LEA’s in relation to collaborative 

procurement, based on the scanned 

technology and PCP and PPI. 

 

 

Improved Collaboration with 

Industry and Research  

 

I-LEAD will set up community forums for 

enhanced knowledge exchange between 

the project and EU LEAs, research 

organisations, SME’s, industry and 

academia.   
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Capacity Building and 

Knowledge Exchange  

 

I-LEAD will build and maintain project 

repositories for knowledge exchange and 

provide a pool of resources to support 

relevant activities.  I-LEAD will act as the 

gateway for interaction with external 

partners in Europe by enabling peer to 

peer exchanges, answering questions on 

LEA innovation needs and providing expert 

advice. 

 

Dissemination and 

Interaction with other 

Networks  

 

I-LEAD will establish links with other 

European Networks in relevant areas and 

disseminate project results to an extended 

audience across Europe. 

 

THE I-LEAD 

PRACTITIONER 

WORKSHOPS 

 

This I-LEAD practitioner workshops bring 

together practitioners working within Law 

Enforcement Agencies across Europe.  

Over the duration of the project, 25 

workshops will be delivered and be hosted 

by the project’s consortium members.  The 

workshops present a unique opportunity 

for experts to work as a European and 

consider and discuss common issues and 

challenges within their field.  The 

workshops also provide a forum that 

facilitates open dialogue to identify ‘fit for 

purpose’ end user priorities.  Furthermore, 

the bringing together of likeminded 

individuals from an international arena 

offers an opportunity for the real time 

sharing of local solutions to address 

national issues.  The workshops also 

promote the development of building new 

working relationships and support those 

collaborations that already exist. 

 

I-LEAD’S SUCCESS STORY 

SO FAR 

 

In 2018, I-LEAD was successful in bringing 

together experts from operational law 

enforcement from across 21 Member 

States via their first 5 subject specific 

practitioner workshops.  These facilitated 

events took place in the UK, the 

Netherlands, Spain, Romania and Belgium, 

and provided a conducive environment for 

participants to collaborate as a 

community, discuss end-user 

requirements, and ultimately identify an 

agreed set of priorities in the following 

topics: 

 

✓ Open Source Intelligence (OSINT) 

✓ Mobility for Officers 

✓ People Trafficking 

✓ Intelligence Analysis 

✓ Technologies in DNA 

 

The results of these workshops are 

documented in the following pages of this 

brochure. 
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Open Source Intelligence 

(OSINT)     

Within the policing environment Open 

Source Intelligence (OSINT) is data that is 

gathered from publicly available sources 

and used within an intelligence context.  In 

relation to law enforcement and security, 

this intelligence is utilised in the 

prediction, prevention, investigation and 

prosecution of all types of crime, including 

acts of terrorism.   This form of data 

gathering by Law Enforcement Agencies 

cross the world has been exploited for 

decades and sources include; internet, 

public agencies and the private sector, 

with one of the major contributors being 

that of social media.  OSINT is not only a 

strategic enabler for decision and policy 

makers; increasingly it is being used by 

criminals to the detriment of law abiding 

citizens.  The rapid development of 

technology in this area has given rise to a 

more sophisticated and ‘tech savvy’ 

criminal that is able to undertake a wide 

variety of unlawful criminal activities 

across borders and jurisdictions.  This is a 

major challenge for LEA’s, and one that is 

growing exponentially.  Therefore, it is 

essential that innovative research is 

carried out within this discipline so that 

Police Officers not only maintain the 

highest standards but additionally, further 

develop and improve on current 

capabilities that will enable them to carry 

out their work successfully.    

 

Priorities of the OSINT 

Community of Practitioners  

 

Through the work undertaken at the I-

LEAD OSINT practitioner workshop, it was 

found that amongst the fundamental 

requirements of the OSINT practitioners 

was a need to have access to tools that 

can; effectively monitor, gather and 

analyse data, differentiate between useful 

and non-useful data and manage large 

amounts of data sets.  Additionally, being 

able to validate data and understand the 

correlation between separate pieces of 

information is extremely important while 

ensuring against data overload and 

maintaining control of the gathered 

intelligence.  Presently practitioners are 

utilising several different tools for different 

purposes.  This technology is either; freely 

available online, commercially procured 

and/or developed in-house.  Commercial 

companies all want to sell their products 

and therefore promote their product as 

‘the best’, yet often, these tools do not 

adequately fulfill end-user requirements.  

Furthermore, the practitioners are called 

upon to ‘fine-tune’ or update the acquired 

technology to suit their needs.  Another 

issue is for those tools that are readily 

available on-line, which are then removed 

from the market, leave the OSINT 

practitioner with no adequate 

replacement capability.  Practitioners 

agree that at present the landscape of 

OSINT technology needs to be less 

fragmented and more harmonised and 

coordinated and the discipline would 

greatly benefit from technological 

development in the following areas: 
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✓ Increased automation capability 

✓ Improved interoperability between 

systems 

✓ Enhanced management of 

information 

✓ Advanced methods of monitoring 

intelligence 

 

 

Opportunities for 

Development within OSINT 

 

➢ Increased automation of 

capabilities 

 

The OSINT practitioner is still required to 

input data and search assignments 

manually, which is labour and time 

intensive, and the results of this work is 

highly dependent on the competency of 

the OSINT officer, e.g. experience, skill, 

knowledge and ability.  As yet there is no 

artificial intelligence or self-learning 

computer system that can help with this 

activity. 

 

➢ Improved interoperability 

between systems 

 

Those working within the OSINT discipline 

need to utilise many types of tooling and 

software, and have to work between 

different systems. As there is no link 

between the systems, open source to open 

source as well as open source to closed 

source this is very problematic, especially 

in the case of open source to closed 

source, as they have to deal with 

differences in legislation and jurisdiction. 

 

 

➢ Enhanced management of 

information 

 

Due to the large amount of data generated 

OSINT would benefit from a developed 

management information system with a 

centralised intelligence repository.   

 

➢ Advanced methods of 

monitoring intelligence 

 

To have the capability to be able to 

monitor intelligence in real-time would be 

of great benefit.  An example of this would 

be the ability to identify early signs of 

radicalisation or potential new modus 

operandi which has the potential to 

prevent criminal activity before it occurs. 

 

Mobility for Officers 

 

Police presence within any community is 

vital, as it plays a major role in creating 

partnerships with citizens, preventing 

crime and building trust.  It has been found 

that fighting crime and bringing criminals 

to justice can be optimised if everyone 

takes on the responsibility.  Therefore, the 

mobility of police officers provides 

reassurance to a community due to the 

visibility of the officers.  This then provides 
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the means for improved interaction with 

the general public and an effective way to 

promote a safe and secure society.  The 

mobile police officer does in fact fulfil 

many of the principles of law enforcement 

laid down by Sir John Peel in 1829, 

especially that which is covered by 

Principle 7.  This directs the police to 

maintain a relationship with the public and 

whereby the police and the public are one 

entity in which both are responsible for the 

welfare and existence of the community.  

Furthermore, it is seen that the trust built 

up between themselves and the 

community will encourage enhanced 

dialogue and contribute toward the 

concept of intelligence led policing in 

fighting organised crime and terrorism.  

The mobility of officers is therefore 

extremely vital and any technology that 

can contribute effectively to this would be 

extremely beneficial. 

 

 

Priorities of the Mobility for 

Officers Community of 

Practitioners  

 

The I-LEAD practitioner workshop found 

that LEA’s across the EU are strategically 

signed up to the “concept” of officer 

mobility however; take up of new 

technologies, methodologies and 

processes are often not embarked upon 

due to expenditure and the inability to 

evidence tangible cost savings.  In reality, 

change always has a price and there are 

little or no easily identifiable and calculable 

monetary advantages in mobilisation.  The 

real driver for this is the obligation of law 

enforcement to meet the expectations of 

communities by investing in its business 

and work force in order to keep citizens 

safe.   

For those working within the officer 

mobility arena there is a requirements for 

the harnessing of innovative research and 

development that not only fulfils end user 

requirements but is fit for purpose and 

future proof.  Furthermore, any new 

technology should enhance the interaction 

between the general public and the officer.  

It is vital that the technology is accepted by 

society as it is this that will enable the real 

and successful ‘Front Line Policing’ of the 

future.   

 

Those practitioners across Europe 

representing the Mobility for Officers 

Community at the I-LEAD workshop stated 

that there are three main areas of work 

which would contribute to the operational 

work of the mobile Police Officer.    These 

being: 

 

 

✓ The police vehicle 

✓ Drones 

✓ Facial recognition systems 
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Opportunities for 

Development for the Mobile 

Police Officer 

 

➢ The police vehicle 

 

One of the main priorities put forward by 

the Mobility for Officers community was 

that in relation to police vehicles.  As the 

amount of wearable technology for police 

officers increases the police vehicles 

themselves become increasingly 

incompatible with the officer and their 

operational duties.  The physiological 

effects on the police officer wearing the 

technology is becoming more apparent 

due to the cumbersome nature of the 

various devices and the difficulty of 

movement when getting into and out of 

the vehicle.  Additionally, the vehicle itself 

would benefit from the capability to be 

interoperable with the body worn devices 

when removed and have dedicated 

storage space for devices.  Body worn 

technology means that officers are 

spending more time out of the office 

environment and more time in their 

vehicles so there is a great opportunity 

here for the development of all types of 

police vehicles, including motorcycles and 

snow mobiles. 

 

 

 

 

➢ Drones 

 

Another of the priorities for the mobile 

officer was the requirement to be able to 

use drones especially when police 

helicopters were not available.  Drone 

capability would be very beneficial in 

firearms operations, patrolling streets, 

surveillance, crime scenes and accident 

recording.  Additionally, practitioners 

stated that they could be used in mass 

operations such as football games, 

festivals and public order situations. 

 

 

➢ Mobile Facial recognition 

systems 

 

The next generation of facial recognition 

technology should be that which can be 

used by the mobile officer on a hand held 

device.  Mobile access to facial recognition 

technology will allow speedy on the spot 

identification of persons, and also ensure 

the safety of the officer and the public if a 

person is quickly identified as dangerous.  

 

People Trafficking 

 

In the last century, cases of human 

trafficking were considered an isolated 

phenomenon.  However, in recent years 

the numbers of such cases have grown 

exponentially, and in response to this rise, 

in 2007 the United Nations implemented 

three new protocols named the Palermo 

Protocols.  These were introduced to 

supplement the 2000 Convention against 

Transnational Organised Crime.  The 

investigation of people trafficking by LEA’s 
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✓ Language translation tool 

✓ Management of big data 

✓ Data analytical tool 

across Europe has traditionally been 

conducted using similar technologies to 

that used in the investigation of 

transnational organised crime, e.g. border 

control, documents falsification, maritime 

surveillance, intelligence (routes and 

organizations), exchange of information 

among LEAs, electronic transnational 

surveillances (video, audio and tracking), 

or even detection of hidden persons 

technologies at borders.  However, in the 

investigation of people trafficking, many 

other special issues have to be considered 

by police officers such as, the societal and 

psychological impact and the approach to, 

and protection of, victims as a way to 

obtain intelligence and information. 

 

Priorities of the People 

Trafficking Community of 

Practitioners 

 

It is recognised that across the EU the 

present situation with regards people 

trafficking and related technology is an 

area that needs to be investigated and 

developed.  Some of these key areas 

include; exchange of information, 

intelligence, detection technologies 

(detection of hidden people in transports), 

document falsification technologies, cross 

border surveillances, technologies for 

identification and technologies helping to 

avoid victimisation.   Therefore, any new 

and emerging technologies must be fit for 

purpose to take into account the 

requirement for the different approaches 

in tackling these crimes.  During the 

practitioner workshop those working in 

this field identified three major priorities, 

these were: 

 

 

 

 

 

 

 

 

Opportunities for 

Development within People 

Trafficking 

 

➢ Language translation tool 

 

One of the priorities for practitioners 

working to mitigate the criminal activity of 

people trafficking was that of a ‘real time’ 

translation tool that could help overcome 

the language barrier between police 

officers and witnesses, victims and 

suspects. An improved capability in this 

area would ensure better efficiency of 

police resources, as seeking out 

competent interpreters took time, but 

money spent on interpretation services 

was costly.  Additionally, practitioners 

stated that on many occasions they were 

not convinced that the translators 

converted the language correctly. 
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➢ Management of big data 

 

Practitioners in this field generate large 

amounts of data and being able to 

determine and discriminate between 

useful and non-useful data is difficult and 

time consuming.  The capability to be able 

to extract information from a data-set and 

transform it into a logical and 

understandable form would be of great 

benefit.  The practitioner is aware that the 

technology is out there however a tailor-

made system would definitely be an 

advantage in fighting the crime of people 

trafficking. 

 

➢ Data analytical tool 

 

It was recognised by the practitioners that 

other sectors such as banking and the 

retail industry utilised data analytics in a 

much more intelligent and constructive 

way.  For example, supermarkets are using 

data-driven science to predict their 

customers buying/spending habits, which 

is based on studies of present and past 

data.  It is believed that this type of 

technology could be adapted to be used in 

the fight against those criminals working 

within the people trafficking industry. 

 

 

 

 

Intelligence Analysis 

 

Intelligence Analysis (I.A.) is a concept 

which emerged from within the military 

and intelligence services field, which was 

then utilised by law enforcement agencies 

(LEA’s).  Early adoption of its use was in the 

USA in 1981 in which a group of 

professionals formed the International 

Association of Law Enforcement 

Intelligence Analysts, Inc., (IALEIA) and also 

in the UK.    

In the early 1990’s the concept of 

Intelligence-Led Policing (ILP) emerged, 

with I.A. products being developed that 

benefitted managers and operative police 

personnel alike.  In less than a decade, 

areas of expertise arose, such as 

operational, tactic and strategic 

assessments. The products (deliverables) 

of an intelligence analyst received various 

names: case analysis, comparative case 

analysis, problem and subject profile, etc.  

I.A. also gained momentum due to the 

expansion of the I.T. sector moving from 

instruments like ANACAPA (visual matrix 

often designed manually) to dedicated 

software for processing, analysis and 

visualization of data. The ability to analyse 

and visualise intelligence, created an 

‘information hungry’ environment which, 

for most LEAs, translated into a quest for 

building applications with the ability to 

store information. It would not be too far 

from the truth to say that in the early 

2000’s the motto for the Intelligence 

Analyst was, ‘one problem one app’. This 

resulted in LEA’s having a number of 

separate systems for storing data, for 

example information relating to: theft of 

cars, theft of documents, theft of jewellery 

etc.  The benefits of technological 

development in this area would be multi-

fold with emphasis on reducing cost, time 

and effort and improving detection rates, 

interoperability and information sharing. 
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Priorities of the Intelligence 

Analysis Community of 

Practitioners  

 

Practitioners attending the workshop 

agreed that a refresh of the discipline and 

improved communications amongst 

European analysts would have a wide-

reaching crime fighting benefit and would 

better contribute to the safety and security 

of all European communities.  The lead in 

this area of work defined their future 

priority by saying that all Intelligence 

Analysts should be working towards; “one 

single aim, all using the same tools and 

technologies”.  Presently, LEA’s find 

themselves in an ‘island like’ situation with 

numerous data bases, having little 

perspective of connecting the dots due to: 

high costs, proprietary data formats, lack 

of specialised assistance, legal boundaries 

and poor inter and intra communication 

between various stakeholders. The 

Intelligence Analysis practitioner 

workshop proved extremely productive 

and those attending fully contributed to 

putting forward their priorities and 

underlining their priorities as a single 

community. These being: 

 

✓ Platform for the exchange of 

information within and amongst the 

community 

✓ Mobile Platform for real time data 

sharing – ‘actionable information’ 

✓ European information system 

✓ Specific tools for the Intelligence 

Analyst 

 

Opportunities for 

Development within the 

Intelligence Analysis 

 

➢ Platform for the exchange of 

information within and 

amongst the community 

 

A platform to facilitate:  exchange good 

practices, increased awareness of the work 

of the intelligence analysist, Q & A’s 

between analysts, better understanding of 

each countries legislation and data sharing 

protocols, discussion forums, reviews of 

analytical tools used by LEA’s to inform of 

best tools, (these tools could then be 

reviewed by Security accreditation).  This 

platform should not be used to house 

sensitive data. 

 

➢ Mobile Platform - real time 

data sharing - 'actionable 

information' 

 

The concept of a ‘real time’ sharing of 

information capability has many benefits 

to policing.  For example; the provision of 

risk indicators for police officers, i.e. to let 

them know if they are in a dangerous 

situation and real time maps to inform 

police officers of people of interest in their 

area – with photos; However, the security 

and connectivity of this type of device 

must be at the forefront of any 

development, and to optimise the ‘mobile’ 

capability of the device it must also be 

compatible to the mobile officer’s needs 

and requirements.   
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➢ European information system 

 
Another priority of the Intelligence Analyst 

was that of a European Data Lake (data 

warehouse) for the upload of all reported 

crimes from all European countries, and to 

have the functionality of indexing data for 

matching information within the system.  

For this system to work across all Member 

States there is a need for standardised 

fields for data input with an agreed 

structure to what data is appropriate and 

required for each country.  For example; 

place of birth is important for crime 

investigation in Poland, whereas this is not 

so for the UK; and where a National 

Insurance Number is important in the UK it 

is the National Identity Card that is used in 

many other countries.  While the 

progression of this type of technology 

would change the face of policing across 

Europe, the practitioner is mindful that to 

enable this capability he legal and political 

barriers would have to be examined. 

 

 

➢ Specific tools for the 

Intelligence Analyst [NEXTPG] 
 

 

There were two priorities that emerged 

from the workshops relating to intelligence 

tools, that being; Optical Character 

Recognition (OCR) solutions to enable the 

dentification of printed characters using 

photoelectric devices and computer 

software; and an application that can 

capture an image with its attributed 

metadata, such as, date, time and place.  

At present this work is carried out 

manually and is prone to error. 

 

 

Emerging Technologies in 

DNA 

 

Since the mid 1980’s, DNA profiling has 

been used by Law Enforcement Agencies 

across the world to identify crime scene 

traces to convict the guilty and exonerate 

the innocent.  Yet, despite the success of 

DNA and its use in genetic identification 

within the forensics arena, several issues 

remain, and new challenges continue to 

emerge.  DNA profiling has become a 

victim of its own success with 

investigations relying more and more on 

the technology and hence causing a back 

log of work.  Efficiency and cost 

effectiveness of systems are aspects that 

are often raised by those working within 

the DNA enviroment, stating that there is 

still so much more that can be achieved to 

assist police investigations.      

 

 

 

Priorities of the Emerging 

Technologies Community of 

Practitioners 
 

During the practitioner workshop all areas 

of the DNA profiling process were 

considered and discussed including; 

laboratory techniques and procedures, 

crime scene protocols, contamination 

issues and the integrity of forensic 

evidence. However, as a community the 

practitioners decided that their priorities 

were: 
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✓ Rapid DNA – Faster results 

✓ Body Fluids – Automating the 

stain search 

✓ Phenotyping – Ancestry/age 

prediction 

✓ I.T. Systems within laboratory 

 

 

 

 

Opportunities for 

Development within DNA 

Technologies 
 

 

 

➢ Rapid DNA – Faster results 
 

 

Across Europe there are expectations 

within the DNA discipline to achieve faster 

results of DNA profiling and these 

expectations are increasing all the time 

with investigations becoming more reliant 

on DNA evidence. However, it was 

emphasised by the workshop practitioners 

that this requirement must be balanced 

against that of maintaining the integrity of 

the DNA evidence.  At present some LEA’s 

within Europe are testing various types of 

‘Rapid DNA’ systems, where others are not 

able to fund the technology.  Additionally, 

there is concern that as the chemistry 

becomes more sensitive Rapid DNA 

technology used within the field is more 

prone to contamination, and does not 

have same amount of assurance as that of 

laboratory analysis.   

 

 

 

 

➢ Body Fluids – Automating the 

stain search 
 

 

During the workshop it emerged that 

locating body fluids on items within the 

laboratory and at the scene was a very 

time consuming task and that automation 

of the process would be of great value.  

Presently this is carried out manually using 

light sources however automation of the 

process could be via a type of non-

destructive scanner that could pass over 

the item of interest and give an indication 

when the body fluid was detected.  At the 

scene a handheld device could be used for 

full spectral analysis of DNA material and 

perform a quality check regarding the 

presence of DNA, this could save time 

sending a sample to the lab when it isn’t 

necessary. 

 

 

 

➢ Phenotyping – Ancestry/age 

prediction 
 

 

Practitioners agreed that having the means 

to carry out DNA phenotyping analysis 

would be a great addition to the present 

‘crime fighting tool box’, and a marked 

step change within the security industry.  

Having this capability, could potentially 

steer the direction of an investigation with 

regards to the age and visible characters of 

a perpetrator.  Additionally, this 

technology could offer the police 

assistance in those investigations that 

involved unidentified human remains.  In 

some European countries phenotyping is 

used to provide a statistical value to the 

eye colour of a person.  It is not used on a 

routine basis, but when required physical 

traits resulting from phenotyping are 

provided and in some cases an e-fit of a 

person is created.  Most DNA laboratories 
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across Europe are at the same 

developmental stage and therefore this 

would be an optimum moment for all to 

embark on this work together.   

 

 

 

➢ I.T. Systems within the 

laboratory 
 

 

Practitioners agreed that all were 

experiencing a lack of capability from their 

own I.T. systems within the laboratory.  It 

was pointed out that this was a limiting 

factor to their work, as those working 

within the DNA laboratory were scientists 

and did not have the required I.T. ‘know 

how’ to be able to deal with issues when 

required.  It was stated that it should be 

DNA that drives the technology and not 

vice-versa as is the case in most 

laboratories across Europe. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 



  

 

2019 Practitioner Workshops 
 

In 2018 the practitioner workshops have proven to be extremely successful, and has been evidenced by the identification of a list of key priorities.  These 

priorities were attained through careful and methodical discussions amongst the practitioners and moreover have been found to be new and unique 

requirements that have not previously emerged from the policing community.  The impact of these findings will contribute to the formation of a set of ‘grand 

challenges’ for those who seek to find or undertake research to address the issues.  Thus, directing those to produce ‘fit for purpose’ solutions and to improve 

the way LEA’s fight crime and keep citizens safe and secure.  We now look forward to the 2019 workshops and are confident these will be as successful as 

those previous.  The subjects covered are shown in the table below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Subject Hosting Country Month 

Financial Investigation 
 

Italy 

 

January 

Drug Trafficking 
 

Spain 
 

March 

Public Order 
 

Poland 

 

May 

Digital Forensics 
 

Portugal 

 

June 

Digital Investigations 

 

TBD 

 

September 
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